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PRIVACY THRESHOLD ANALYSIS (PTA) 

 

This form will be used to determine whether a Privacy Impact Assessment (PIA), System of Records Notice 

(SORN), or other privacy compliance documentation is required under the E-Government Act of 2002, the 

Homeland Security Act of 2002, the Privacy Act of 1974, or DHS policy.   

Please complete this form and send it to your Component Privacy Office. If you are unsure of your 

Component Privacy Office contact information, please visit https://www.dhs.gov/privacy-office-contacts. 

If you do not have a Component Privacy Office, please send the PTA to the DHS Privacy Office: 

 
Senior Director, Privacy Compliance 

DHS Privacy Office 
U.S. Department of Homeland Security 

Washington, DC 20528 
202-343-1717 

 

PIA@hq.dhs.gov 

 

Your Component Privacy Office will submit the PTA on behalf of your office. Upon receipt from your 

Component Privacy Office, the DHS Privacy Office will review this form. If a PIA, SORN, or other privacy 

compliance documentation is required, your Component Privacy Office, in consultation with the DHS 

Privacy Office, will send you a copy of the template to complete and return. 

For more information about the DHS Privacy compliance process, please see 

https://www.dhs.gov/compliance. A copy of the template is available on DHS Connect at 

or directly from the DHS 

Privacy Office via email: PIA@hq.dhs.gov or phone: 202-343-1717. 
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by the TVS to another passenger (referred to as a “false positive”), the carrier will manually review the 
travel documents of any such false positives pursuant to current APIS requirements.4 
 
Foreign Boarding for flights Enroute to the U.S. and Other TVS Identity Verification at Foreign 
Airports  
At select foreign airports, to confirm the identity of the traveler, CBP will assemble a gallery of photographs 
using TVS to create biometric templates from those photos, and stages them, along with a unique identifier 
(UID)—generated by the Advance Passenger Information System (APIS)—to the TVS. TVS assembles 
this gallery of photos from travelers’ historical documents, based upon the APIS manifest of travelers 
departing on pre-selected flight(s) enroute to the U.S. The airline will take a photo of the traveler’s face and 
transmit the image to TVS, which will create a template of that image and match it against templates of 
previous photos assembled from previous DHS holdings. If the traveler is positively matched, the result 
will be shared with the airline partner, along with the UID, and the traveler may be permitted to continue 
with either the Preclearance process or boarding the flight, depending on the environment. If the traveler is 
not matched, he or she will be processed manually by an airline agent and will be allowed to board the 
flight if the traveler matches his or her identity document. If the traveler does not match his or her identity 
document, the carrier would deny boarding on the flight to that individual. 

As per the current Preclearance process, to account for travelers who do not board flights enroute to the 
U.S. from Preclearance locations, a CBP Officer will amend the crossing record in TECS for those who do 
not board the flight. For non-Preclearance locations that use the TVS for identity verification of travelers 
enroute to the U.S., no encounter crossing record is created within TECS unless and until the traveler arrives 
at the U.S. Port of Entry and is processed by CBP; however, a record of all transactions is stored in a 
boarding event table within the ATS database. This table is a backend table and is not accessible to general 
users. The only way to search this table is by date; information from the table cannot be retrieved by a 
personal identifier. 
 
Notice 
For Foreign Boarding, Uses of TVS at Foreign Airports and the Facial Comparison for APIS Compliance 
Test, if an individual traveler, regardless of citizenship, does not want to be photographed, the traveler can 
opt out of this procedure by notifying the carrier. CBP requires carriers to post signs notifying travelers of 
their ability to opt out. Additionally, carriers may choose to give a verbal announcement during the boarding 
process and/or pass out tear sheets with additional information about CBP’s use of facial comparison 
technology. If a traveler opts out, the carrier must perform a manual review of the travel documents to 
ensure the manifest information sent to CBP is correct and verify the traveler’s identity. 
 
Retention 
For Foreign Boarding as well as APIS Compliance Test, photos of U.S. citizens are deleted immediately 
upon confirmation of U.S. citizenship, but no later than 12 hours only under specific circumstances. If there 
is a system or network issue, photos will reside in an inaccessible queue for up to 12 hours and will be 
processed once the system and/or network connectivity is re-established, and proper dispositioning 

 
4 In the unlikely event that a false positive results in the creation of an incorrect travel record, the traveler affected by the incorrect travel record 
can seek redress through the DHS Traveler Redress Inquiry Program (DHS TRIP) at https://www.dhs.gov/dhs-trip or the CBP redress process, 
which can be found at https://www.cbp.gov/travel/international-visitors/i-94/traveler-compliance. 






















