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 PRIVACY THRESHOLD ANALYSIS (PTA) 

 

This form will be used to determine whether a Privacy Impact Assessment (PIA), System of Records Notice 

(SORN), or other privacy compliance documentation is required under the E-Government Act of 2002, the 

Homeland Security Act of 2002, the Privacy Act of 1974, or DHS policy.   

Please complete this form and send it to your Component Privacy Office. If you are unsure of your 

Component Privacy Office contact information, please visit https://www.dhs.gov/privacy-office-contacts. 

If you do not have a Component Privacy Office, please send the PTA to the DHS Privacy Office: 

 

Senior Director, Privacy Compliance 

DHS Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717 

 

PIA@hq.dhs.gov 

 

Your Component Privacy Office will submit the PTA on behalf of your office. Upon receipt from your 

Component Privacy Office, the DHS Privacy Office will review this form. If a PIA, SORN, or other privacy 

compliance documentation is required, your Component Privacy Office, in consultation with the DHS 

Privacy Office, will send you a copy of the template to complete and return. 

For more information about the DHS Privacy compliance process, please see 

https://www.dhs.gov/compliance. A copy of the template is available on DHS Connect at 

or directly from the DHS 

Privacy Office via email: PIA@hq.dhs.gov or phone: 202-343-1717. 
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• FAST allows expedited processing for commercial drivers who have completed background 

checks and fulfill certain eligibility requirements. FAST enrollment is open to commercial drivers 

from the United States, Canada, and Mexico. FAST participants utilize designated lanes at land 

border ports of entry which process commercial cargo.  

• U.S. APEC Business Travel Card Program is a voluntary program to facilitate travel for U.S. 

citizens engaged in verified business in the APEC region and U.S. government officials engaged 

in APEC business. The U.S. APEC Business Travel Card will enable access to fast-track 

immigration lanes at airports in foreign APEC member economies. Participants must also be an 

existing good standing member of a CBP trusted traveler program. This Program is currently 

listed with PRIVCATS ID 0012967 which can now be retired. 

TTP applicants fill out an application online and pay their processing fee. TTP Program applicants can 

use TTP Online, a cloud-based web application, or in the future, a new TTP Mobile application on the 

CBP One™ Mobile Application to provide the necessary information. TTP Mobile is the subject of a 

separate upcoming PTA. CBP uses Login.gov to authenticate TTP users. 

Applicants create a TTP account and provide their biographic information (name, date of birth, city and 

country of birth, and email address) to associate their Login.gov account to their TTP profile. Registered 

TTP users are then allowed to select their desired Trusted Traveler Programs and provide the required 

information to apply. Program members may make limited updates to their data through the online TTP 

dashboard once their application reaches a certain status.  Applicants also may monitor their application 

and enrollment status online. To pay any applicable fees, the TTP System directs TTP users to Pay.gov.  

CBP uses the biographic information submitted as part of the application to conduct vetting against 

selected security and law enforcement databases at DHS, including TECS and the Automated Targeting 

System (ATS)). In addition, the NTC conducts enhanced vetting against classified holdings including 

National Counterterrorism Center (NCTC) holdings. Using this information, ATS builds a risk 

assessment. ATS risk assessments are always based on predicated and contextual information.  ATS 

traveler risk assessments do not use a score to determine an individual’s risk level; instead, they compare 

personally identifiable information (PII) against system-identified potential matches to derogatory 

information.  

 

After CBP reviews the application and completes the necessary vetting, CBP will either conditionally 

approve the application or deny it. If the applicant is conditionally approved, CBP sends the applicant an 

email notification indicating that a status in their application has changed to instructs the applicant to login 

to their TTP dashboard. The conditional approval letter contains the applicants PASSID/membership ID. 

Upon logging in to TTP, the applicant is presented with instructions on how to schedule an interview with 

CBP. These interviews typically occur at an enrollment center. However, Global Entry applicants may also 

complete interviews at a port of entry upon returning from an international flight at an Enrollment on Arrival 

designated airport and NEXUS applicants may complete enrollment at CBP Pre Clearance locations once 

the CBSA interview is completed.  

As part of the interview process and background vetting, CBPOs collect the applicant’s fingerprints and 

photograph. TTP submits this information to the CBP IXM biometrics service. IXM interfaces with 

IDENT/Homeland Advanced Recognition Technology (HART) used by the Office of Biometric Identity 

Management (OBIM) for vetting and enrollment. If an individual supplies their fingerprints as part of the 
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Enrollment on Arrival process, Simplified Arrival captures the fingerprints and sends them to TTP. TTP 

displays those prints to the Officer until the Officer chooses to send the prints for vetting. TTP stores those 

prints for 48 hours. Additionally, TTP sends a message to IDENT/HART via IXM with the fingerprints, 

however, this is not an accessible field in TTP. That is, no regular user will be able to access the fingerprints 

collected.  

Typically, an application can be approved within 1-2 business days after the interview. There may be 

situations where additional information is required, such as submission of court documents, which may 

delay the approval of an application. Once approved, program members must activate their Trusted 

Traveler cards online. TTP System Updates 

TTP Information Technology System  

In the past, CBP used the Global Enrollment System-Trusted Traveler (GES-TT) as the main system to 

support the TTP Program. See PTA, CBP Global Enrollment Programs (GEP), dated August 14, 2023. 

Now, the TTP Program uses the TTP System, and plans to phase out GES-TT. See PTA, CBP - Trusted 

Traveler Program, dated July 20, 2020. The initial TTP System served as the primary public-facing online 

interface for applicants to submit the TTP application and make limited updates to their data. See 

DHS/CBP/PIA-002(d) Global Enrollment System, August 15, 2017.   TTP Program data is currently 

stored within the Global Enrollment System security boundary. Over time, the TTP database, an Oracle 

database, will migrate to the TTP System security boundary. 

GES-TT System Functionality Migration to TTP Internal  

Currently, CBP is migrating the GES-TT system functions and capabilities to the TTP System’s internal-

facing interface, TTP Internal. Members of the public have no access to TTP Internal.  CBPOs are the 

primary users.    

TTP Internal provides CBP with the ability to centralize many of the application and enrollment functions 

from GES-TT. TTP Internal allows for standardization of the internal membership management 

capabilities and risk assessment processes. Overall, TTP Internal offers a more efficient approach in the 

administration of the TTP programs.  

The migration of the GES-TT functions to TTP Internal is the update. For example, where a CBPO used 

the GES interface to submit data collected during the enrollment interview process along with the 

CBPO’s adjudication, the CBPO will now use the TTP Internal interface.  

Program Updates – Minor Enrollment Process Updates 

Through this voluntary alternate enrollment procedure, TTP applicants who wish to submit their minor 

children (child 13 and under) as dependents attached to their TTP membership, would be able to associate 

their child(ren) to their Pass ID in the application process or after the parent’s/guardian’s initial approval.  

For the purpose of this section, the terms “minor child”, “child” and “dependent” are interchangeable 

depending on grammatical context and all equate to a minor child age 13 and under. 

Instead of creating a separate application for each child as is the current process, CBP’s intent is to utilize 

existing application methodology and vetting procedure currently in place for vehicle enrollments.  A 

parent/guardian would be able to add each child to their account as they would add a vehicle, either in an 

initial application or after approval.  Each dependent would be issued their own Pass ID linked to the 


























