
 Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

 

Privacy Threshold Analysis 

Version number: 07-2023 

Page 1 of 16 
 

PRIVACY THRESHOLD ANALYSIS (PTA) 

 

This form will be used to determine whether a Privacy Impact Assessment (PIA), System of Records Notice 

(SORN), or other privacy compliance documentation is required under the E-Government Act of 2002, the 

Homeland Security Act of 2002, the Privacy Act of 1974, or DHS policy.   

Please complete this form and send it to your Component Privacy Office. If you are unsure of your 

Component Privacy Office contact information, please visit https://www.dhs.gov/privacy-office-contacts. 

If you do not have a Component Privacy Office, please send the PTA to the DHS Privacy Office: 

 

Senior Director, Privacy Compliance 

DHS Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717 

 

PIA@hq.dhs.gov 

 

Your Component Privacy Office will submit the PTA on behalf of your office. Upon receipt from your 

Component Privacy Office, the DHS Privacy Office will review this form. If a PIA, SORN, or other privacy 

compliance documentation is required, your Component Privacy Office, in consultation with the DHS 

Privacy Office, will send you a copy of the template to complete and return. 

For more information about the DHS Privacy compliance process, please see 

https://www.dhs.gov/compliance. A copy of the template is available on DHS Connect at 

or directly from the DHS 

Privacy Office via email: PIA@hq.dhs.gov or phone: 202-343-1717. 

(b)(7)(E)







 Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717, pia@hq.dhs.gov

www.dhs.gov/privacy 

Privacy Threshold Analysis 

Version number: 07-2023 

Page 4 of 16 

• Radiological data from inspections include occupancy data such as detector counts, X-ray images,

duration of inspection, health and status messages from the equipment, and information about

instrument configuration.

• Data for operational and acquisition analysis: this includes radiological data mentioned above,

along with traffic statistics (e.g. RPM use rates), maintenance work orders, PRIDE adjudication

results, data about seizures from SEACATS, Optical Character Recognition (OCR) reads of

container number or license plate number, deployment information, and gamma/neutron

calibration information.

• Data for pattern analysis in nuclear material trafficking: this principally comprises radiological

occupancy data.

• Data for studies related to “what if” scenarios: this principally comprises radiological occupancy

data as described in the previous bullet but can also include instrument configuration, equipment

health and traffic statistics.

• Data for modeling and simulations of radiological threat: this principally comprises radiological

occupancy data as described in the previous bullet.

• Manifest information for overland trucks, railcars, and sea containers.

• Information on medical, industrial and SNM materials that caused radiological alarms.

• Information about illicit materials via adjudication of NII systems.

A key component of the NIID DAC-TER’s mission is to provide CBP sponsors and stakeholders with 

analysis of RPM and NII data providing intelligence and real-time insight into the CBP mission at ports 

POLs and POEs. These sponsors and stakeholders include: other branches within the OFO NIID, the 

Office of Intelligence, the LSSD, the DHS Countering Weapons of Mass Destruction Office (CWMD), 

the DHS Office of the Inspector General, as well as other DHS components. 

ARDIS-C is the CBP system used to collect and analyze RPM and X-ray data. DAC-TER is within the 

NII Division and is the system owner of ARDIS-C. DAC-TER is responsible for analyzing the data for 

operational support and threat detection. ARDIS-C may collect PII through the PRIDE and SWIFT 

pipelines, CD/DVD, and the MAXIMO system. ICAM and CBP Active Directory are used for user 

authentication and granting access to the ARDIS-C System. 

Enhanced Radiological Nuclear Inspection Evaluation (ERNIE) 

1. ERNIE (Enhanced Radiological Nuclear Inspection Evaluation)

• ERNIE is a machine learning system designed to reduce false alarms and increase threat sensitivity

at RPM8 sites. ERNIE also provides tools to help field officers locate sources inside inspected

vehicles, so that secondary scans can be conducted more effectively. ERNIE is currently deployed

in two configurations: ERNIE full (sometimes called "Standard ERNIE") which is in full

operation/production at 12 seaports on 66 RPMs, and ERNIE-S (short for ERNIE-Simplified)

which is in full operation/production at 13 seaports on 55 RPMs.

• Standard ERNIE includes fully integrated hardware into the remote operations flow and processes

all occupancies in primary. ERNIE-S is a software only integrated solution that processes RPM8

alarms to assist in secondary inspections.
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• Operations: coordinated activities to ensure effective deployment and support continued operation 

of ERNIE/ERNIE-S at seaports. Key components of these activities include reporting monthly 

performance updates, tracking the impact of hardware maintenance on ERNIE/ERNIE-S 

performance, defining key areas where optimization of our developed supporting technologies is 

necessary and coordinating with key stake holders to support field operations. 

• Data Collection is conducted through the same process as all RPM data from the site supervisor 

computer and is radiological inspection data with additional source identification incorporated, no 

PII. 

 

 

Illustration #1: ERNIE Data Flow 
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