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PRIVACY THRESHOLD ANALYSIS (PTA) 

 

This form will be used to determine whether a Privacy Impact Assessment (PIA), System of Records Notice 

(SORN), or other privacy compliance documentation is required under the E-Government Act of 2002, the 

Homeland Security Act of 2002, the Privacy Act of 1974, or DHS policy.   

Please complete this form and send it to your Component Privacy Office. If you are unsure of your 

Component Privacy Office contact information, please visit https://www.dhs.gov/privacy-office-contacts. 

If you do not have a Component Privacy Office, please send the PTA to the DHS Privacy Office: 

 
Senior Director, Privacy Compliance 

DHS Privacy Office 
U.S. Department of Homeland Security 

Washington, DC 20528 
202-343-1717 

 

PIA@hq.dhs.gov 

 

Your Component Privacy Office will submit the PTA on behalf of your office. Upon receipt from your 

Component Privacy Office, the DHS Privacy Office will review this form. If a PIA, SORN, or other privacy 

compliance documentation is required, your Component Privacy Office, in consultation with the DHS 

Privacy Office, will send you a copy of the template to complete and return. 

For more information about the DHS Privacy compliance process, please see 

https://www.dhs.gov/compliance. A copy of the template is available on DHS Connect at 

or directly from the DHS 

Privacy Office via email: PIA@hq.dhs.gov or phone: 202-343-1717. 

(b)(7)(E)
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CBP Collection Process at entry or exit 
Due to the complexities in logistics across the entry and exit environments, CBP collects photographs of 
the arriving or departing traveler via several different iterations depending on the local port of entry. 
When the traveler presents him or herself for entry, or for exit, the traveler will encounter a camera 
connected to CBP’s cloud-based TVS facial matching service via a secure, encrypted connection. The 
camera may be owned by CBP, the air or vessel carrier, another government agency (e.g., TSA), or an 
international partner.  
 
Matching Process 
The camera matches templates of the live images with existing photo templates from passenger travel 
documents. A biometric template is a digital representation of a biometric trait of an individual generated 
from a biometric image and processed by an algorithm. The template is usually represented as a sequence 
of characters and numbers. For TVS, templates cannot be reverse engineered to recreate a biometric 
image. Once the camera captures a quality image and the system successfully matches it with historical 
photo templates of all travelers from the gallery associated with that particular manifest, the traveler 
proceeds to inspection for admissibility by a CBP Officer or exits the United States. If the camera is 
unable to capture a satisfactory image within a reasonable amount of time, the traveler may be required to 
stand for another photo. If the identity of the traveler cannot be verified, whether after one photo capture 
attempt or multiple attempts, the traveler’s identity will be verified using regular manual processing (e.g., 
comparing the traveler to their travel document photo) by either CBP, TSA, or the gate agent, depending 
on the environment.   
 
As recommended by the National Institute of Standards and Technology (NIST), CBP’s Biometric Air 
Exit Key Performance Parameters mandate that the system’s True Acceptance Rate (TAR) must equal or 
exceed 97 percent of all in-scope travelers and that the system’s False Acceptance Rate (FAR) must not 
exceed 0.1 percent of all in-scope travelers. If it is seen that the TAR or FAR is falling below acceptable 
rates, then adjustments to the matching threshold can be made.  This involves a process of re-analyzing 
the ground truthed data and developing new recommended thresholds with supporting data.  
 
Retention and Storage 
With the operational deployment of TVS, CBP transmits facial images for in-scope travelers2 to IDENT 
for retention as the traveler’s biometric encounter with CBP.  DHS already retains all entry photos of in-
scope travelers in IDENT to create biometric records of entry for those travelers. CBP does not store 

 
2An “in-scope” traveler is any person who is required by law to provide biometrics upon exit from the United States 
pursuant to 8 CFR 235.1(f)(ii). “In-scope” travelers include any nonimmigrant other than those specifically exempt 
as outlined in the CFR. Exempt nonimmigrants include: Canadian citizens under section 101(a)(15)(B) of the Act who 
are not otherwise required to present a visa or be issued a form I-94 or Form I-95; nonimmigrants younger than 14 or 
older than 79 on the data of admission; nonimmigrants admitted A-1, A-2, C-3 (except for attendants, servants, or 
personal employees of accredited officials), G-1, G-2, G-3, G-4, NATO-1, NATO-2, NATO-3, NATO-4, NATO-5, 
or NATO-6 visas, and certain Taiwan officials who hold E-1 visas and members of their immediate families who hold 
E-1 visas unless the Secretary of State and the Secretary of Homeland Security jointly determine that a class of such 
aliens should be subject to the requirements of paragraph (d)(1)(ii); classes of nonimmigrants to whom the Secretary 
of Homeland Security and the Secretary of State jointly determine it shall not apply; or nonimmigrant to whom the 
Secretary of Homeland Security, the Secretary of State, or the Director of Central Intelligence determines it shall not 
apply.   
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facial images voluntarily collected from U.S. citizens under this initiative in IDENT, as U.S. citizens are 
not considered in-scope and can opt-out of the photo capture/facial comparison process. For U.S. citizens 
who do not out opt out, CBP retains the image for no longer than 12 hours as well as a confirmation of the 
crossing and the associated biographic information. U.S. citizens who do not wish to submit to facial 
photo capture pursuant to these processes may request alternative processing. Only photos of non-U.S. 
citizens are retained for the full 14 days in TVS and for the full retention period in IDENT.  
 
CBP’s business requirements do not permit its partners to store the photos, captured for the purpose of 
TVS matching and identity verification process, for longer than the minimum amount of time necessary to 
transmit the photos to the TVS. Additionally, the CBP partner's IT system must provide access for CBP to 
audit compliance with this retention requirement. Moreover, just as CBP encrypts all biometric data at 
rest and in transit, CBP requires its approved partners under the TVS partner process to encrypt the data, 
both at rest and in transit. 
 
Additional use cases 
In addition to using TVS as the backend matching service for all biometric entry and exit operations, CBP 
also uses TVS as a facial comparison tool in support of other CBP mission related purposes. For example, 
CBP is deploying the ESTA mobile application where CBP will collect a “selfie” from the ESTA 
applicant as well as their passport photograph from the biographic passport data page. ESTA interfaces 
with TVS to compare the two photographs to conduct a 1:1 match with the “selfie” and passport 
photograph to biometrically verify the applicant’s identity. If the two photographs are a match, TVS will 
send a match response back to ESTA. In the rare event that TVS is unable to match the “selfie” to the 
passport photograph, the mobile application will prompt the applicant to retake a “selfie.” An applicant 
can attempt to retake the selfie up to three times. Another example, as part of the secondary inspection for 
the ATA process, the CBP officer may use the 1:1 photo comparison tool within Unified Secondary 
(USEC) to compare the previously submitted CBP One™ photo to the photo from primary processing. 
USEC sends the CBP One™ and Simplified Arrival photograph to TVS who then responds with a match 
score on a scale of 0-10000. This photo comparison is a tool for officers to help determine if the 
noncitizen who submitted the ATA application is the same noncitizen who arrived at the POE. CBP 
completes separate PTAs to document uses cases that support CBP beyond biometric entry and exit 
operations. 
 
SORN Coverage  
CBP maintains entry and exit records in accordance with the Border Crossing Information (BCI) SORN. 
CBP also retains entry and exit records in support of its immigration enforcement mission consistent with 
the Arrival and Departure Information System (ADIS) SORN. Biometric data stored in the Automated 
Targeting System (ATS) are covered by their source system SORNs (if applicable) or the ATS SORN, 
and records associated with a law enforcement action are stored in accordance with the TECS SORN. 
Additionally, additional uses cases that use TVS beyond biometric entry and exit operations may receive 
additional SORN coverage from the programmatic SORN that enables CBP to collect the photograph 
(e.g., ESTA SORN).  
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