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PRIVACY THRESHOLD ANALYSIS (PTA) 

 

This form will be used to determine whether a Privacy Impact Assessment (PIA), System of Records Notice 

(SORN), or other privacy compliance documentation is required under the E-Government Act of 2002, the 

Homeland Security Act of 2002, the Privacy Act of 1974, or DHS policy.   

Please complete this form and send it to your Component Privacy Office. If you are unsure of your 

Component Privacy Office contact information, please visit https://www.dhs.gov/privacy-office-contacts. 

If you do not have a Component Privacy Office, please send the PTA to the DHS Privacy Office: 

 

Senior Director, Privacy Compliance 

DHS Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717 

 

PIA@hq.dhs.gov 

 

Your Component Privacy Office will submit the PTA on behalf of your office. Upon receipt from your 

Component Privacy Office, the DHS Privacy Office will review this form. If a PIA, SORN, or other privacy 

compliance documentation is required, your Component Privacy Office, in consultation with the DHS 

Privacy Office, will send you a copy of the template to complete and return. 

For more information about the DHS Privacy compliance process, please see 

https://www.dhs.gov/compliance. A copy of the template is available on DHS Connect at 

or directly from the DHS 

Privacy Office via email: PIA@hq.dhs.gov or phone: 202-343-1717. 

(b)(7)(E)
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This group includes travelers under the age of 14 and over the age of 79, diplomats, Canadians, and 

otherwise exempt nonimmigrants. However, CBP is drafting a regulation requiring all noncitizens to submit 

to biometric collection by CBP at entry and exit. The Notice of Proposed Rulemaking is currently under 

review by DHS Office of General Counsel.   

 

Simplified Arrival Air: 

In the fall 2017, CBP began a biometric primary entry process, using commercial off-the-shelf cameras, 

Traveler Primary Arrival Client (TPAC), a subsystem of TECS and the Traveler Verification Service 

(TVS); to capture facial biometric data from all travelers entering the United States. All information that 

was collected, and generated, was retained in TPAC. This upgraded technical program was called TPAC-

FACE. TPAC-FACE was implemented as an interim solution while SA was being developed and was 

phased out as SA was deployed. 

The entry process closely follows the processes outlined in the TECS System: CBP Primary and Secondary 

Processing PIA (December 22, 2010)2. CBP obtains biographic information from the Advanced Passenger 

Information System (APIS) manifest on travelers boarding international flights. The manifest includes 

specific details of the traveler’s itinerary, such as flight number, carrier, originating airport, and destination 

airport. The information transmitted to CBP through APIS also includes biographic information such as the 

traveler’s full name, date of birth, country of citizenship, passport information, and a unique identifier (UID) 

which is a numeric or alphanumeric string that is associated with a single entity within a given system  CBP 

screens the APIS information against TECS records and other law enforcement databases for CBP to 

ascertain if any security or law enforcement risks exist.  CBP then builds a “gallery” of “source” 

photographs to create a biometric template.  TVS utilizes biographic information received from APIS 

transmissions to then query DHS holdings to retrieve or pull photographs.  Once the photograph is “pulled”, 

it is templatized and placed into a gallery for matching.  

Arriving travelers proceed to the entry lanes within CBP’s Federal Inspection Services (FIS), and a CBP 

officer takes a photograph of the traveler at the primary booth.  CBP’s SA system transmits the image to 

TVS. To biometrically identify the traveler, TVS automatically creates a template from the image and uses 

the template to query against a gallery of known identities based on the manifests for all incoming flights 

for that day, based on the APIS manifests that already exist within DHS systems for that day.  Once the 

traveler is matched by TVS, the CBP officer conducts the inspection and establishes the purpose and intent 

of travel.  

 

In case of a facial no-match, the CBP officer scans the traveler’s document. The system then compares the 

live captured image with the photograph on the document’s e-chip; this process is referred to as 1:1 

verification. 

 

If the eligible traveler requests to opt-out, the CBP officer scans the traveler’s document. 

 

The “gallery” photographs are deleted from the TVS cloud based on business rules such as six (6) hours 

after arrival for air entry but no later than 12 hours. The no-later-than 12 hours for gallery photograph 

 
2 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CUSTOMS AND BORDER PROTECTION, PRIVACY IMPACT 

ASSESSMENT FOR THE TECS SYSTEM: CBP PRIMARY AND SECONDARY PROCESSING, DHS/CBP/PIA-009 (2010 and subsequent 

updates), and U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CUSTOMS AND BORDER PROTECTION, PRIVACY IMPACT 

ASSESSMENT FOR THE TECS SYSTEM: PLATFORM, DHS/CBP/PIA-021 (2016), available at https://www.dhs.gov/privacy-documents-us-

customs-and-border-protection. 
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deletion is built in for CBP’s safeguard in the event there is a system error or delay in processing air arrival 

travelers (system outage, weather delays, canceled flights, etc.)  CBP deletes the live encounter facial 

images (photographs) of biometrically verified U.S. citizens collected through this process within 12 hours. 

If the TVS cloud matching service determines that a particular traveler is a U.S. citizen, CBP immediately 

bypasses photograph storage; the photograph of the U.S. citizen is not retained.  CBP retains facial images 

of non-U.S. citizens and lawful permanent residents for no more than 14 days in TVS for confirmation of 

travelers’ identities, evaluation of the technology, assurance of accuracy of the algorithms, and system 

audits.  

 

Simplified Arrival - Sea 

In 2021, CBP deployed SA Sea to modernize the arrival process in the cruise environment by using facial 

comparison technology. The entry process for cruise line passengers and crew members mirrors SA for Air 

arrivals and begins with a facial photograph capture rather than a document scan. SA Sea is used to process 

arriving passengers and crew members on open loop cruises.3 SA Sea, like SA Air, uses the APIS manifest 

and CBP creates a gallery of historical photograph templates from DHS holdings. Cruise line passengers 

debark the vessel and the CBP officer takes a photograph of the traveler during the primary encounter. Once 

the traveler is matched by the TVS, the CBP officer conducts the standard inspection interview and 

establishes the purpose and intent of travel. In case of a no match, the CBP officer scans the traveler’s 

document. The system then compares the live photograph with the photograph on the document’s e-chip; 

this process is referred to as 1:1 verification. After the traveler’s identity is confirmed, the CBP officer 

determines admissibility, and either refers the traveler to secondary processing for further inspection or 

directs the traveler to proceed. U.S. citizens and those eligible non-citizens that do not wish to have their 

photograph taken, can opt-out and request manual identity verification. 

The “gallery” photographs are deleted from the TVS cloud based on business rules such as 12 hours after 

arrival for sea entry but no later than 12 hours. The no-later-than 12 hours for gallery photograph deletion 

is built in for CBP’s safeguard in the event there is a system error or delay in processing sea arrival travelers 

(system outage, weather delays, etc).   

CBP deletes the live encounter facial images of biometrically verified U.S. citizens collected through this 

process within 12 hours. If the TVS cloud matching service determines that a particular traveler is a U.S. 

citizen, CBP immediately bypasses photograph storage; the photograph of the U.S. citizen is not retained.  

CBP retains facial images of non-U.S. citizens and lawful permanent residents for no more than 14 days in 

TVS for confirmation of travelers’ identities, evaluation of the technology, assurance of accuracy of the 

algorithms, and system audits.  

 

Simplified Arrival – Land 

Pedestrian: 

Utilizing SA- Pedestrian, the CBP officer takes a photograph of the traveler and queries the travel document. 

SA transmits the live photograph and document information, when available, to the TVS for a 1:1 match. 

The 1:1 match verifies the traveler’s identity (live photograph taken at primary) against the source 

photograph associated with the document. In the case of undocumented individuals who submitted advance 

information via CBP One, TVS matches the live photograph against a gallery of CBP One photographs.  

SA returns the result (match or no match), as well as the personal information returned from the document 

 
3 Open loop refers to voyages that arrive at a U.S. Port of Entry from a foreign port of call outside the scope of closed 

loop definitions. This includes cruises which originated in a foreign port, as well as voyages which started in a U.S. 

port but touch a port of call outside the definition of closed loop. 
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query, including any derogatory information. The CBP officer then proceeds with the inspection, and either 

admits the traveler into the United States or refers the traveler to secondary for further processing. 

 

Bus/Rail 

CBP processes pedestrians and bus passengers in a similar manner. When a pedestrian or bus traveler 

approaches a primary officer, he or she presents their travel document. The officer takes a photograph of 

the traveler and queries the travel document. SA transmits the live photograph and document information 

to TVS for a 1:1 match. The 1:1 match verifies the traveler’s identity (new photograph taken at primary) 

against the source photograph associated with the document. SA returns the result (match or no match), as 

well as the personal information returned from the document query (including any derogatory information). 

The CBP officer then proceeds with the inspection, and either admits the traveler into the United States or 

refers the traveler to secondary processing. When a bus operator or carrier voluntarily submits a manifest, 

TVS builds a photograph gallery of individuals and travelers approach primary where TVS performs a 1:n 

match with the manifest gallery.  The “gallery” photographs are deleted from the TVS cloud based on 

business rules such as six (6) hours after arrival for bus/rail entry (with manifest) but no later than 12 hours. 

The no-later-than 12 hours for gallery photograph deletion is built in for CBP’s safeguard in the event there 

is a system error or delay in processing bus/rail arrival travelers (system outage, weather delays, etc).   

CBP deletes the live encounter facial images of biometrically verified U.S. citizens collected through this 

process within 12 hours. If the TVS cloud matching service determines that a particular traveler is a U.S. 

citizen, CBP immediately bypasses photograph storage; the photograph of the U.S. citizen is not retained.  

CBP retains facial images of non-U.S. citizens and lawful permanent residents for no more than 14 days in 

TVS for confirmation of travelers’ identities, evaluation of the technology, assurance of accuracy of the 

algorithms, and system audits.  

 

 

Vehicle 

As part of the standard land border inspection process, vehicles are presented to CBP at the vehicle primary 

border crossing lanes upon arrival at a port of entry. SA-Vehicle links travelers with a vehicle in a single 

package for the CBP officer to process.  

CBP employs Radio Frequency Identification (RFID) and License Plate Reader (LPR) technology in 

vehicle crossings to capture and collect data in accordance with the RFID and LPR PIAs. Cross border 

travel documents contain unique numbers embedded in RFID tags. Upon arrival in a vehicle crossing lane, 

the unique number is read wirelessly by the RFID technology and then forwarded through a secured data 

circuit to the vehicle package. Simultaneously, the LPR technology captures license plate information. The 

RFID and LPR data are packaged and transmitted to SA-Vehicle. A standard vehicle package includes the 

following: License Plate Reader images (Front, back, and scene images of the tag); the Optical Character 

Recognition (OCR) translation of the plate of the inbound vehicle; the travelers’ biographic information 

(name, DOB, nationality, and class of admission); and message ID. 

SA-Vehicle uses the unique RFID number to retrieve personally identifiable information about each traveler 

and presents the information to the primary CBP officer. The CBP officer uses the information to 

authenticate the identity of the traveler and to facilitate the land border primary inspection process. At 

vehicle primary, the CBP officer may obtain information directly from the driver and traveler(s) within the 

vehicle via their travel documents if they were not transmitted via RFID.   

SA – Vehicle has an adjudicated PTA on file.  
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Fingerprint collection (if applicable) 

After transmission to IDENT, IDENT returns a response to Simplified Arrival to indicate whether the 

CBP officer is requested to obtain fingerprints from the traveler. CBP typically only collects fingerprints 

from first-time non-U.S. citizen travelers or those who cannot be biometrically verified through the 

Simplified Arrival facial image. CBP collects the fingerprints from the traveler as CBP deems appropriate 

and IDENT enrolls the fingerprints into IDENT upon receipt and either stores the photograph with an 

existing Fingerprint Identification Number (FIN) or generates a new FIN. 

 

Biometric (Facial Recognition) Vetting/Screening 

Once the traveler is matched, TVS transmits the match results, along with a TECS system-generated unique 

traveler identifier to retrieve the traveler’s biographic information from the APIS manifest. Additionally, 

SA uses the TVS-generated identifier to retrieve the source photograph which is compared to the live 

photograph taken during the primary encounter to attempt the biometric confirmation. The CBP officer has 

the ability to view and evaluate the traveler’s biographic data, along with any potential derogatory 

information (i.e. Terrorist Screening Database (TSDB), TECS Lookout Records, DHS Biometric Identity 

Management System (IDENT)/the Homeland Advanced Recognition Technology System (HART), 

Watchlist records, as well as data concerning outstanding wants and warrants) in SA along with associated 

biometric match results from TVS. The CBP officer conducts an interview to establish the purpose and 

intent of travel. Once the CBP officer determines admissibility, the CBP officer refers the traveler to 

secondary for further inspection or releases the traveler. Upon admission, the traveler crossing history is 

updated in the TECS System to reflect a confirmed arrival into the United States. Consistent with the 

existing process for in-scope non-U.S. citizens, the DHS Office of Biometric Identity Management (OBIM), 

Automated Biometric Identification System (IDENT) crossing history is updated to reflect a biometrically 

confirmed arrival into the United States.  

In case of a facial no-match, the CBP officer scans the traveler’s document. The system then compares the 

live photograph with the photograph on the document’s e-chip; this process is referred to as 1:1 verification. 

  

Retention/Storage 

Photographs of non-U.S. citizens are enrolled in the Automated Biometrics Identification System (IDENT)/ 

Homeland Advanced Recognition Technology System (HART), as a biometric confirmation of arrival. 

CBP retains biographic entry (and exit) records for 15 years for U.S. citizens and lawful permanent residents 

and 75 years for non-U.S. citizens, consistent with the Border Crossing Information (BCI) System of 

Records Notice (SORN). In addition, CBP maintains entry and exit records in the Arrival and Departure 

Information System (ADIS) for lawful permanent residents and non-U.S. citizens, consistent with the ADIS 

SORN. Finally, records retained in association with a law enforcement action are retained for 75 years, 

consistent with the TECS SORN. Pursuant to 8 U.S.C. § 1365b; 8 C.F.R. 235.1(f)(1)(ii) photographs for 

certain non-U.S. citizens are retained in secure Department of Homeland Security systems and used as a 

biometric confirmation of arrival (and departure) into (and out of) the U.S. 

CBP retains facial images of non-U.S. citizens and lawful permanent residents for no more than 14 days  in 

TVS for confirmation of travelers’ identities, evaluation of the technology, assurance of accuracy of the 

algorithms, and system audits.  

All templatized photographs may remain in the cloud for no longer than 12 hours. Once the TVS cloud 

matching service determines that a particular traveler is a U.S. citizen, CBP immediately bypasses 

photograph storage, and the photograph is not retained. If, however, the traveler presents him/herself as a 
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Confidentiality: 

☐ Low ☒ Moderate ☐ High ☐ Undefined 

 

Integrity: 

☐ Low ☒ Moderate ☐ High ☐ Undefined 

 

Availability:  

☐ Low ☒ Moderate ☐ High ☐ Undefined 
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